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. Business-Driven IT Management ORACLE 118‘J

ENTERPRISE MANAGER

* Eliminate management silos

* Create agile IT for dynamic
APPLICATIONS \ business
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Integrated Application-to-Disk
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. Enterprise Manager Monitoring

Fundamental part of Integrated Application-to-Disk solution

- Lights-out data center monitoring

Monitoring scope ~ Manage by Exception: continuous monitoring of
targets, generation of alerts when exceptions are
e detected
g m « Metric: mechanism used to monitor target
Ed - conditions (availability, performance, etc.)
wsot B  Alert: generated when metric crosses its
= thresholds (warning, critical)
pilar — Notifications: sending of alert information (email,
O B etc.)
@ s ° Complete and integrated across stack
€ — Entire Oracle stack

— Heterogeneous infrastructure monitoring by plug-ins
— Extensible for custom needs

« Manage Many as One
— Features to setup and monitor many targets as one

* Integrates with third party systems
— Helpdesks and other management systems

ORACLE




. Common Monitoring Questions

What 060s t he best
- Set Up Monitoring

— Deploy monitoring settings on
targets
— Set up notifications for administrators

— Assign right level of target privileges
to administrators

- Manage Alerts
— Controlling volume of alerts
— Removing unwanted alerts
— Automating fix for common alerts

Data center

Admi"n'istrator

ORACLE



. Best Practices for Monitoring the Data Center

Goals: Strategy:
- Meet monitoring requirements « Set up monitoring for
— Deploy your monitoring standards deconomies of sc
— Alert notifications sent to the appropriate  the groundwork for monitoring
PErsons - As enterprise grows, minimal
- Comply with security practices effort to monitor new targets or

add new Enterprise Manager
administrators

ALeverage fAManage
Oneo featur

— Follow Principle of least privilege when
granting target privileges

- Easy to manage
— Infrastructure does not become

administrative task ﬁ
—~O0OManage many as oned6 for managﬁi
targets |
“!

« Scalable as enterprise grows

ORACLE




Best Practices: Setting Up Monitoring
4 Step Methodology
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. Setting Up Monitoring

STEP 1: Organize targets into Groups

« Plan your group structure

« Considerations:

— Group together targets monitored in
the same way

« Same monitoring settings due to:
— Supporting same application

— Same Deployment type
(Production, Development,
Test)

« Visually monitor them together in
a dashboard

— Can have group hierarchies

— Sample group hierarchy:
« By Line of Business
« By Deployment (Prod vs Devt)
- By Ownership

By Line of Business

By Deployment

PRODUCTION
(Prod vs Devt)

By Owner

ORACLE




. Setting Up Monitoring

STEP 1: Organize targets into Groups

ACreate group ba@ﬁegtetﬁ@gmupin
Production database and host Enterprise Manager
targets in the Finance departmentd  _ v, can search targets by
l operational criteria (aka
target properties)
« Deployment Type, Line of
SealchABy‘Clltena and Select Targets B us I ness ’ L OCaa t

Targets that match the specified filter criteria can be added to the group. Since this group isa p ® Ad d Itl O n al tl pS :

and other privilege propagating groups for which you have 'Full' target privileges.

OQACLG Enterprise Manager
Grid Control 11y  Home MMETETCON Deploymen

Hosts ] Databases | Middleware | Web Applications | Services | Systems | Groups |

Targethare | | — Can add new target
Targe;:\:;e; IIi)at:ab:-lseInstamce,Host: | Edit Target Types properties Vla EMCLI
ety (PR add_target_ property
e — Can bulk update target
contact | properties via EMCLI
R s set_target_property_value
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Setting Up Monitoring
STEP 1: Organize targets into Groups

-Make the group 0fAp
pr

Operator opagatingo
Privilege — A privilege on the group that is
granted to a user automatically
extends to all members of the
group
b

* Includes subgroups

« Requires:
— Create Privilege-Propagating
Group privilege
— Full privilege on all targets to be
added to the group

— EMCLI modify_group verb to
convert group to privilege
propagating group

Production Production — If a group is privilege propagating,

Finance Group Sales Group all its parent groups must be

privilege propagating.

Administrator

ORACLE




. Setting Up Monitoring

4 Step Methodology

ORACLE




. Setting Up Monitoring

STEP 2: Use Roles to segregate responsibilities

« Who should do what on the targets in the group?

« Map operations on the groups to job responsibilities (Senior
Lead, DBA owner, First Line Support, etc.)

« Planning Considerations:
— For the groups created, who can do these operations on them?
« Change group membership
« Grant privileges on the group to other users
— Who can do these operations on the targets in the group?
— Add / delete the target from Enterprise Manager

— Define monitoring settings (®

— Define notification settings &
— View / receive notifications for alerts

— Acknowledge an alert

— Act on target to resolve alert i ‘

— Blackout target for planned or unplanned downtime

ORACLE



. Setting Up Monitoring

STEP 2: Use Roles to segregate responsibilities

Mapping of operations to Enterprise Manager privileges

...0On the Group:

AChange group membership Group Administration
AGrant privileges on group to users

é On the member targets:

Melete target from Enterprise Manager Acull on group

KOperator on group
ASet blackout for planned downtime Mlackout Target
AChange monitoring settings Avanage Target Metrics
AChange monitoring configuration AConfigure Target
Aview and acknowledge alerts, Clear alerts MAvanage Target Alerts
Aview target, receive alerts on target View on group

ORACLE



Setting Up Monitoring

STEP 2: Use Roles to segregate responsibilities

Examples of common job responsibilities:

Group Administrator

AAdds / Deletes target from Enterprise Manager
AManages group membership
AGrants privilege on group to other users

Senior Administrator

AAdds / Deletes target from Enterprise Manager
ASets up monitoring for targets
ASets up notification rules for targets

First Line Support

AReceives notifications for alerts
AResponds to alerts

Target Owner

AReceives alerts and responds to alerts
A Changes monitoring settings for targets
APerform target maintenance

ORACLE




. Setting Up Monitoring

STEP 2: Use Roles to segregate responsibilities

Create roles for each job responsibility

Group Administrator ROLE

ARAdd Any Targeto system priyv
AfiGroup Administratoro on the

Senior Administrator ROLE

ARAdd Any Targeto system priyv
AiFull o on the (privilege pro

First Line Support ROLE

AiManage Target Alertso on toh

Target Owner ROLE

AiOperatoro on the (privilege

ORACLE



. Setting Up Monitoring

STEP 2: Use roles to segregate responsibilities

« Create roles containing the
ﬂ appropriate privileges on the
' privilege propagating group
- Examples:
SeniorAdmin _ FirstLine — SeniorAdmin Role =

Role Support Role ) _
Fulon O6Producti on

Group6o
— FirstLineSupport Role=
Manage Target Alerts on
OProduction Sal es
« Grant roles to administrators
who manage the group
* D o n @rdnt privileges on
Junior Administrator  Production Sales Group individual member targets
(Privilege-Propagating) — Harder to maintain as group grows

ORACLE



. Setting Up Monitoring

4 Step Methodology

ORACLE




. Setting Up Monitoring

STEP 3: Define and enforce monitoring standards

- Simplify management of many targets by defining standards for
monitoring (set of metrics and thresholds)
— Monitoring standard for production databases
— Monitoring standard for test databases

— etc.
« Create Monitoring Templates to encapsulate monitoring
standards
e Monitoring standard fAogutthEiRoneduct i o
template

- Moni toring st and arAdputfincarsepdrdiectesmplate sy s
- Monitoring Template typically contains complete set of metric
settings
— Specific to a target type
— Examples:
« Monitoring Template for production databases
« Monitoring Template for test databases

ORACLE




Setting Up Monitoring

STEP 3: Define and enforce monitoring standards

veric wam ot SO « Create monitoring template

Tablee | 75 | 90 | o o ontoring — Senior Administrator creates the

space ~.Iemplates template on behalf of the LOB / Team
Aichive 70 80 yyy — Gr a Wiew 'a template to other

Area % consumers of the template

........................ e — Gr ahRuld 6on templ ate onl"
) . senior administrators (or role) who are

N T entitled to edit the template

\/ « Apply monitoring templates to groups

— Apply to highest level in group
hierarchy

ADD| —  Will apply to the applicable targets in the

pply group / subgroups

Templates — Example: Database template will only be
applied to database targets in group

+ Usage Notes:

- Apply requires at | east
Metricso

— Multiple templates can be applied on a
target, potentially overriding metric
settings

— Target can have specific metric settings
by s eprdventtegnplaie overrided f | ag

C)ALG 11 g

ENTERPRISE MANAGER

Production
Group
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. Setting Up Monitoring

STEP 3: Define and enforce monitoring standards

« What if | have one monitoring

Enterprise Manager standard for all my targets?
— Define Monitoring Template
W — Specify it as the
database the target type
— For targets added in the future,
wi | | be used i nst e

out-of-box monitoring settings

h '—i ';ﬂ « Enterprise Manager will
» l:i i automatically apply
— l:i H template upon target
'_, : H - discovery

: : - Usage notes:

— Manually apply template for
existing targets

— Requires Super Administrator
privilege to specify template as

onacte 118 o0Defaul t o
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. Setting Up Monitoring

STEP 3: Define and enforce monitoring standards

Enterprise Manager « What if | have enterprise-
£/ wide settings and
*' dabase ) application-specific
B Database Template for Settings for my targets?

Finance Production DBs
— Use Default Template to

specify enterprise-wide

i L] RRE— settings common to all
i with Default targets
Template
then with — Use a_n(_)ther te_mplate 3
Finance containing settings specific
i to application
« Apply to target after
discovery

ORACLE



. Setting Up Monitoring

4 Step Methodology
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. Setting Up Monitoring

STEP 4: Set up notifications using groups

« Notification Method: means of

NotificgtierrRUTe: sending notifications (e.g. email)
Targe§_Production Sales @ — You can extend Notification
Critical alerts Methods to accommodate custom
Action: Send email to DBA team alert handling: OS Script,

PL/SQL, SNMP traps

 Notification Rule: when alert
occurs, who gets notified and how

« Use groups as the target for the
notification rule

— If atarget is added to the group,
the notification rule will
automatically apply to the target

Production Sales Group
(Privilege-Propagating)

ORACLE




. Leveraging your monitoring setup

As your enterprise grows, minimal effort required for target setup

Enterprise Manager
« When new targets are added
to Enterprise Manager:

Apply template

— Do nothing (if using Default

Templates) or apply Template

— Add to appropriate group
— €@ Thatodés it

* Results:

— Targets are monitored according
to your standards

— Notifications for alerts on the
targets go to the right
administrators

— Administrators have the right
privileges to manage the targets

Production Sales Group
(Privilege-Propagating)

ORACLE




. Common Monitoring Questions

What 060s t he best
- Set Up Monitoring

— Deploy monitoring settings on
targets
— Set up notifications for administrators

— Assign right level of target privileges

— Removing unwanted alerts
— Automating fix for common alerts

ORACLE



. Managing Alerts

1. Control alerts at the source
— Was the alert raised prematurely?
* Are the thresholds too high/low?
 Review metric trend
« Adjust thresholds, set number of occurrences
— Do I care about this condition? If NOT, then:
« Disable metric collection schedule
— Note: Other metrics may be impacted
« For database alert log metric, use alert log filters

« To disable alerting for database TEMP, UNDO
tablespaces, see Support Note 816920.1

— To deploy changed metric settings across targets, use
Monitoring Templates

1,

ORACLE




Managing Alerts

Corrective
Action

Automated
Alert
Resolution

2.

Use Corrective Actions to
auto-resolve alerts

Tasks that automatically run in
response to an alert

Is the resolution of the alert a
repeatable process that can be
scripted?

Usage Notes:

« Defined for a metric

—  Can be same or different for
Warning vs Critical severity

—  Can have different tasks based
on monitored object

+  Ex: Filesystem Space
Available(%) can have
different corrective actions
for /ul and /u2

«  Set up notifications for
corrective action failure

ORACLE




Managing Alerts

Alert
Log

Alert
raised

DBA Fixes
Issues
Auto-Cleared L %
Alerts After N Days

Manual / On Demand

& U

EEEEEEEEEEEEEEEE

3. Clear old log-based alerts
regularly
—  Think about operational

practice for regularly clearing
old, resolved alerts

— Automate using duration-
based notification rules

« Tip: Create a separate
notification rule for this

Do not combine with rules
for sending notifications

—  Manually via EMCLI
clear_stateless alerts

« Bulk clears stateless
alerts for a target

ORACLE




Managing Alerts

Auto-clearing log-based alerts using notification rules _ _
ORACLE Enterprise Manager Setn Prefersnces Helo FlrSt SpeCIfy the

Grid Control 11g Home Targets ' Deploymnents O Alerts Compliance ' Johs ; Reports by Oracle Supp

Preferences duration-based
Edit Notification Rule: Clear alert log alerts periodically con d |t| on é
(Cancal) (oK) -
General Availability J Metrics [ Policies Jobs Actions ( n A | e r t L

ey ) alerts opened
Select All | Select None ) ) for at |eaSt 30
Corrective Action States
days)

Select Metric/ Objects Severity States On Critical On Warning | Edit
™ Archiver Hung Alert Log Error All Objects (Time/Line Number) Critical, Warning /
™ Archiver Hung Alert Log Error Status n/a Critical, Warning f
" Data Block Corruption Alert Log Error All Objects (Time/Line Number) Critical, Warning f
" Data Block Corruption Alert Log Error Status n/a Critical, Warning /
™ Generic Alert Log Error All Objects (Time/Line Number) Critical, Warning f
™ Generic Alert Log Error Status n/a Critical, Warning f
[ Media Failure Alert Log Error All Objects (Time/Line Number) Critical, Warning /
I Media Failure Alert Log Error Status n/a Critical, Warning f
" Session Terminated Alert Log Error All Objects (Time/Line Number) Critical, Warning
" Session Terminated Alert Log Error Status n/a Critical, Warning /

| Remowe | | Add )

Additional Alert Criteria

WIy to metric alerts that have been open for a Certain o

<Apply the rule only if the alert has been open for at least 30 Days. (_Change )

ORACLE




Managing Alerts

Auto-clearing log-based alerts using notification rules

ORACLE Enterprise Manager Sewp Prefersnces Help 1

Grid Control 11gq Home Targets E Deployments O mlerts Compliance ) Joks E Reports ) My Oracle Suppo

Edit Notification Rule; Clear alert log alerts periodically

| Cancel ) | OK)

General Availability Metrics Policies Jobs J Actions l
E-mail Notification
I~ Send Me E-mail
E-mail messages will be sent at times specified on your notffication schedule,
Advanced Notification Methods
Name Type Description Support Repeat Notifications  Assign Method to Rule
_aMotifyDevice Java Callback System generated notification device for data exchange hub a Mo ™
_testlotifyDevice Java Callback System generated notification device for data exchange hub test Mo r
My-05-COMMAND 0S Command Yes r
Send SMMF Traps SHMMP Trap  Send SHNMP traps for alerts Mo r

Repeat Notifications

T h e n C h O O S e c,) Cl e r chahlerMeﬁfliErorDegted pe edir@isrule.ﬂa (’

ber of repeat cations Mds been redthed.

—
o
5

i e e —————

t Notification Settings ¢ Override Global Repeat Notification Settings

t for this rule until 2 Super Administrator enzbles the festure,

&Rapast notifications will not be

Repeat Frequency (minutes)

Maximum Repeat Notifications

Clear Alert
Select Clear Alert to permanently clea
database Alert Log entries generate
W Clear Alert

The Clear Alert action will not appl;

etric alerts which are not cleared automatically by agents but require administrators to manually clear them. For example,
etric alerts which remain open until you clear them.

ur in the future,

ORACLE

isting alerts but onby to slerts the




. Managing Alerts

PRODUCTION

4. Perform proactive

System
Dashboard
(overview)

System
Dashboard
detalils

monitoring using the
System Dashboard

Shows overall health of
your group using universal
colors of alarm

Use System Dashboard at
any level in group
hierarchy:
« Highest level T visibility
into status/performance
of ALL targets

 Lower level T details of
alerts for specific group




. Managing Alerts

System Dashboard

data e.g.
Owner

&] A8 13 gsiap_dbs - System Nonitoring Dashboard - Microsaft Internet Explarer LEE
DR R Vew Faols Took Hep »
oy, YA AP o 4

Qe QAR P s @3- 2 BB

st 8] ipsieniep.roc crfitype=conpest o dhshictdType=Grougs v/ Gﬂ
A4 O et [pansisr st D+ Qoo+ e Eass » G « ooy

£ L 9015 i ths- St ok, | o AT x|
ORAC .

Grid Cor

Group:

= Target Add operations

19%, 2007, Oracle. A ights reszoved.
k. are g

Copyrgh: © 198, L
Cracks, 10 Edwerds, PeacheSaft, and Retek are regitered irademerks of Oracde Corparabion andjar ks affiates. Other names mey be trademarks of ther respactive omers.

ORACLE

System Dashboard

— Include metrics showing
overall health

— To help triage/assign the
alert, add operational data
using target properties (e.g.
Contact, Application
Supported, etc.)

—  Latest comment for alert is
shown. Use this to:

- Display ticket ID
«  Show alert ownership



. More Monitoring Tips in the Appendix

Refer to Appendix for information on additional topics:
— Choosing metrics and thresholds for alerting
— Customizing email to add more operational context
— Practices for setting up notification rules
— Sending alert reminders using repeat notifications
— Escalations through email
— Did my fix resolve the alert?
— Is this old alert still valid?
— Are my targets following my monitoring standards?
— Do | have correct notification coverage for my target's alerts?
— Changing dbsnmp credentials across many databases

ORACLE



. Benefits: Enterprise Manager Monitoring

Enabling value through best practices

Reduce manual tasks
Improve administrator
productivit

Minimal effort to scale as

Flexible to meet monitoring Enables IT to meet service

goals

Standardized approach to

Manage More with Less

ORACLE




ENTERPRISE MANAGER1 1

Oracle Enterprise Manager 11g
Resource Center

Oracle.com/enterprisemanagerllg

ORACLE’

Home Solutions Launch Webcast Events and Community

m11 Business-Driven IT Management

Introducing Oracle Enterprise
Manager 11g

Presented by

Charles Phillips, President, Oracle
Richard Sarwal, Senior Vice President, Oracle

- e e eports, customer case studies,
Integrated A Disk Management sebs. and Wilsos lohe ake the

Business-Oriven Application Management
Start low

Integrated Systems Management and Access Now

Support

SOFTWARE. HARDWARE. COMPLETE




Additional Oracle Enterprise Manager Sessions

Thursday, Sept. 23 Location

* 9:00 a.m. - Oracle WebLogic Server Management for Oracle * Marriott Marquis,

DBAs

9:00 a.m. - Enabling Database as a Service Through Agile Self-
Service Provisioning

9:00 a.m. - Reduce TCO with Oracle Application Management
Pack for Oracle E-Business Suite

Salon 9

A Moscone S. Room
102

A Moscone W L2, Rm
2024

10:30 a.m. - Best Practices for Managing Your PeopleSoft
Applications

10:30 a.m. - Oracle Enterprise Manager Grid Control
Deployment Best Practices

10:30 a.m. - Managing Sun SPARC Servers with Oracle
Enterprise Manager Ops Center

10:30 a.m. - Heterogeneous Data Masking: Oracle, SQL Server,
and DB2 Database Best Practices

« Marriott Hotel, Golden
Gate A

* Moscone S. Room
102

* Moscone S. Room
252

* Moscone S. Room
306

12:00 p.m. - Scalable Enterprise Data Processing for the Cloud
with Oracle Grid Engine

12:00 p.m. - Spot Problems Before Your Users Call: User
Experience Monitoring for Oracle Apps

12:00 p.m. - Reduce Problem Resolution Time with Oracle
Database 11g Diagnostic Framework

* Moscone S. Room
310

« Marriott Hotel, Golden
Gate A

« Moscone S. Room
102




Additional Oracle Enterprise Manager Sessions

Thursday, Sept. 23 Location

« 1:30 p.m. - Patching Enterprisewide Databases: Automation * Moscone S. Room
Techniques and Real-World Insights 310

A 1:30 p.m. - Managing User Experience: Lessons from eBay ) g:{g? Hotel, Golden

* 1:30 p.m. - Deep Java Diagnostics and Performance Tuning: + Marriott Marquis,
Expert Tips and Techniques Salon 9

« 1:30 p.m. - Oracle Enterprise Manager Configuration « Marriott Marquis,
Management Unleashed: Top 10 Expert Tips Salon 6

» 1:30 p.m. - Oracle Enterprise Manager Security Best Practices » Moscone S. Room

102

* 3:00 p.m - The X-Files: Managing the Oracle Exadata and * Moscone S. Room
Highly Available Oracle Databases 102

« 3:00 p.m. - Monitoring and Diagnosing Oracle RAC * Moscone S. Room
Performance with Oracle Enterprise Manager 310

ORACLE



. Oracle Enterprise Manager Hands On Labs

Thursday September 23, 2010

9:00 - 10:00a.m. | Database Performance Diagnostics and Tuning | Marriott Hotel,
Salon 12/13, YB
Level

10:30- 11:30 a.m | Oracle Fusion Middleware Management Marriott Hotel,
Salon 12/13, YB
Level

ORACLE



Oracle Enterprise Manager Demogrounds

Oracle Real Application Testing: Database Replay Moscone West
Oracle Real Application Testing: SQL Performance Analyzer Moscone West
SeltManaging Database: Automatic Performance Diagnostics Moscone West
SelfManaging Database: Automatic Fault Diagnostics Moscone West
SelfManaging Database: Automatic Application and SQL Tuning Moscone West
Application Quality Management: Application Testing Suite Moscone South S022
Real User Monitoring with Oracle Enterprise Manager Moscone South S021
Siebel CRM Application Management Moscone South S024
Real User Monitoring with Oracle Enterprise Manager Moscone West
Oracle WebLogic Server Management and Java Diagnostics Moscone West
SOA Management with Oracle Enterprise Manager Moscone West
Oracle Business Transaction Management Moscone West
Push Button Provisioning and Patch Automation Moscone West
Smart Configuration Management Moscone West
Oracle Enterprise Manager Ops Center Moscone West
Managing the Enterprise Private Cloud Moscone West
System Management, My Oracle Support, and Oracle Enterprise Manager Moscone West
Self Managing Database: Change Management for DBAs Moscone West
Oracle Enterprise Manager: Complete Datacenter Management Moscone West
SelfManaging Database: Data Masking for DBAs Moscone West

ORACLE
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. Setting up Monitoring: Tips and Traps

Choosing metrics and thresholds for alerting

«  Default thresholds may over-alert
— Some defaults designed for PRODUCTION use cases
— Use template with adjusted thresholds to apply to DEV and TEST

*  Choose metrics for alerting carefully:
— Time-based metrics superior for performance
— Base resource consumption (CPU, I/O, Memory)
— Workload or application-specific metrics or health checks

«  Threshold values
— Use metric history to analyze value ranges
— Be conservative with critical thresholds:
* Reserve CRITICAL for high signal of serious problem

ORACLE



. Database Performance Metrics ﬁ

- #1 Metric: Average Active Sessions
— Measures active load on database instance
— Sudden high spikes usually mean severe performance issue

« Use Adaptive Thresholds:
— Sets thresholds automatically and adjusts for workload cycles
— Warn at 0.99 significance (measured sample statistic)
— Ciritical at 0.9999 significance (estimated high significance value)

- 119: New Adaptive Thresholds user interface
—~Supports t hriefsohocalndalfiywshhast over r ecetl

— Organizes metrics into Classes
—~Located under nABaseline Metric Thr

ORACLE



. Setting Up Monitoring: Beyond the Basics

Additional tips for setting up notifications

« Customize email format to add more operational

context

— Add target properties (Line of Business, Owner,

Contact..) in the email to provide additional
operational information

 Practices for setting up Notification Rules

— Designate users (Senior Administrators) to create
rules on behalf of the team

— Common use cases

Rules for production targets different than rules for
non-production targets

Separate rules by Line-of-Business / team

Use naming convention ( e.g. include team name
In rule)

— Facilitates searching for rules oRfcE 118

ENTERPRISE MANAGER
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. Setting Up Monitoring: Beyond the Basics

Additional tips for setting up notifications

- Send alert reminders using Repeat Notifications

— Set the global defaults to the least frequent interval used and
use this in most rules

« Example: Global setting: Repeat every 30 minutes up to
a max of 3 repeats

— For rules that include important targets or critical alerts, set to
higher repeat frequency

- Example: For target down rule(s): repeat every 5 minutes
up to a max of 10 repeats

—~—Usage Not e: Users need to oOackr
Enterprise Manager console to stop repeat notifications

- Remember to provide nNnManage T
your operators

ORACLE



. Setting Up Monitoring: Beyond the Basics

Additional tips for setting up notifications

- Escalate unattended, important alerts via email

— Send email to different person (e.g. manager level) if alert is
open too long

— To set up this rule:

e Create new notification rul e
associated with the alert

* Rule action: Send email to the manager

ORACLE



Notification Rule for Alert Escalation via E-malil

C

ORACLE Enterprise Manager

Grid Control 119 Home | Targets | Deplayments | Alerts | Coropliance | Job

Preferences

Edit Notification Rule: Database Availability and Critical States

Avgllability | Metrics | Policies Actions

(Remowe) | (Add.

Select All | Select None

In Metrics tab, define
duration condition for

€o
Select Metric obj Severity States _[on g t h | 't A
™ Access Violation Status n/ba)em (IriticalIty e a e r e
™ |Archive Area Used (%) All Objects (Archive Area Destination) Critical (Ap p Iy ru I e if al e rt
™ Archiver Hung Alert Log Error Status n/a Critical
[T Archiver Hung Status n/a Critical O p e n ed > 1 2 h O u rS
™ 'Blocking Session Count All Objects (Blocking Session ID) Critical
™ Cluster Error Status n/a Critical a.n d n Ot
™ Data Block Corruption Alert Log Error Status n/a Critical k I
™ Data Block Corruption Status n/a Critical aC n OW e d g e d)
™ Deadlock Status n/a Critical
[T File Access Error Status n/a Critical
| Remove ) | (_Add)
'hona'élert c"t_eria ORACLE Enterprise Manager
Select additional criteria to have the rule apply to metric alerts that have been open for 3 rid Control 114  Home '\ Targets | Deployments | Alerts | Compliance | ok

Apply the rule only if the alert has been open for at least 12 Hours and has nq

.. then in Actions tab,
send email to the —><

Edit Notification Rule:

General Availability

E-mail Notification
¥ send Me E-mail

E-mad m

< be z=r

Database Availability and Critical States

Metrics Paolicies Actions

your notification schaduis,

manager




. Managing Alerts: Other Tips

ORACLE Enterprise Manager

Grid Control 11g Home ° HOW dO I knOW If my fIX

ived the al
Host: adc2180913.us.oracle.com > Al Metrics > Memory Utllization {38) > reSO Ve t e a ert?

Metric Alert : Memory Utilization (%) _Us e c') Reeval uat e
feature

— Alternative to waiting for
next metric evaluation

Alert Details
Metric Memory UtilizAtion (%)

Severity [\ Warning | Reevaluate Alert )

Alert Triggered Jun 18, 201 5:26:49 AM
Last Updated Jun 18, 2010N\y:26:49 AM
Acknowledged No |_AcknowleddiN

ACkﬂOWIi?S:SdagZ lI\Inleamory utilization is 82.06%, - Causes the agent to
crossed warnin or critical I
et reevaluate the metric alert
— Current severity will be
Actions -
Edit Thresholds prOVIded
Metric Settings — Usage: requires 10.2.0.5
O warning Threshold 80 .
B Critical Threshold 95 agent or h|gher
Occurrences Before Alert 6

ORACLE



Managing Alerts: Other Tips

ORACLE Enterprise Manager

Grid Control 11g

Home | Targets | Deployments JEVEE

Targets Down | Critical | Warning | Errors | Blacked Out | Unknown Availability

Warning Alerts

Page Refreshed Jun 28, 2010 6:19:56 PM PDT @,Vi Last Collected
Your managed targets listed below have metric severities that are in
June 29, 2010

lJ Alert triggered within Day!

Search

Target Type lHost

Target Name | e Last Collected

) Value

| Clear Alert ) | Acknowledge )
- Alert triggered: June 18, 2010 TS

Collected|fbllect

Select Target /Kert Tr‘lgger% IMessage Acknow alue

[T adc2190913.us.oracle.cdm Jun 18, 2010 Memory §5.19 R

5:26:49 AM GMT  [Utilization

I

82.06%
crossed
warning
(B0) or
critical

(85
threshold
Memory
Utilization

™ adc2190370.us.oracle.com Jun 9, 2010 5:26:56
AM GMT

82.92

Jun 29,
2010
1:06:56 AM
GMT

 |Is this alert still valid?

— Enterprise Manager does
not change the alert
triggered date

— Validation shown in the
Console

- Last Collected Value

- Last Collected
Timestamp

ORACLE




. Monitoring: Ongoing Maintenance

- Are my targets still following my monitoring
standards?

— Generate report using Monitoring Template Comparison
reporting element and/or

~-Use ACompare Settingso feature
page
~-Shows differences between monit
settings

ORACLE



. Monitoring: Ongoing Maintenance

Report using the Monitoring Template Comparison element

Differences are
highlighted

ORACLE




