
Pre-Production Database Acceptance Checklist 

Database Name 
: 

SID 


: 

Machine Name 
: 

Version

:

Signed Off By
:

Date


:

Environment

· UNIX/LINUX login id ‘oracle’ password has been changed to standards



· SPFILE exists and in case of VERITAS configurations, soft link exists to Veritas Cluster File System
· Soft link exists in $TNS_ADMIN to /var/opt/oracle/tnsnames.ora
Database Physical Layout
· Make sure that control files and redolog groups are mirrored and the members exist in 2 different file systems
· Resize the redolog groups according to the application requirement. Minimum size 50M, Minimum number of redolog groups 4
· All datafiles have AUTOEXTEND OFF except for SYSTEM and SYSAUX
Housekeeping Jobs

· .set file for the ORACLE_SID exists in $SCRPT directory. Soft link from /var/opt/oracle/cronjobs to $SCRPT should also exist

· monitor_passwd file exists in /var/opt/oracle/cronjobs with correct password and appropriate file permissions

· Housekeeping scripts exist in /var/opt/oracle/cronjobs for the following jobs:

Depending on the platform, the scripts should be copied from the respective machines /var/opt/oracle/cronjobs/master to /var/opt/oracle/cronjobs 

Linux:

hqlinux01

Solaris :

itsun101
AIX:

hqibm101

· Alert log truncated daily and renamed (mv_alert_log_dly.sh)

· Trace files are being removed (del_trc.sh)


· ORACLE_HOME free space (orahome_90.sh)

· Archive disk space > 80% (check_archive.sh)

· Tablespace free space  (tablespace_90.sh)

· Alert log check for ORA errors (check_alert_log.sh)

· INVALID objects check  (check_invalid.sh)

· Objects Nearing MAXEXTENTS (check_max_extents.sh)

· Datafiles in RECOVER status (recovery.sh)

Database Scheduled DBMS Jobs

· For Oracle 9i, ensure that the PERFSTAT user exists in the database (created as per standards) and a job has been scheduled to gather hourly statistics

· If using CBO, then weekly jobs to gather statistics (interval as appropriate depending on application) have been set up to analyze key application schemas and tables. Ensure DBMS_STATS package is used and not ANALYZE command.
Note: For Oracle 10g, gathering of statistics is now automated, so the above step can be ignored.

However, a good practice is to examine the database after a week of going live and check so as to determine if key application tables have indeed been analyzed by the automated database job or not.

Network Files Configuration 

· Listener name same as machine name for non Data Guard databases - for Data Guard databases Primary_<SID>

· Listener port is 1526

· Listener logging is set to OFF as well as trace
· For Oracle 10g, ensure that the work around has been put in place to prevent multiple listener processes starting for the same listener. The process is as follows:
Please add the following parameter to the 10g listener.ora file:
SUBSCRIBE_FOR_NODE_DOWN_EVENT_<listener_name>=OFF

As per the note referenced, locate the ons.config file in the 10g(rdbms) home and rename it to something else, i.e. in the 10g(rdbms) home, rename the $ORACLE_HOME/opmn/conf/ons.config file (so that the listener does not find or use it).

For example:
cd $ORACLE_HOME/opmn/conf
mv ons.config ons.config.orig

AND
Restart the listener. 

· If two listener versions are there, then please use <hostname>9i and <hostname>10g as a standard naming convention.
· Master tnsnames.ora file on itsun107 has been updated with new database details and exists at the top of the file. Comments are also updated in the tnsnames.ora file with DBA name and date of change
· cd $ORACLE_HOME/network


chmod  -fR 774 log

For ALL 10g listeners 


$ lsnrctl 

LSNRTCL> change_password <LISTENER_NAME>

             When prompted for old password hit <ENTER>

             New password : l1me_tr3e

     LSNRCTL > save_config <LISTENER_NAME>
Standard database users

· MONITOR user exists with standard password and privileges 

· EMS user HP_DBSPI exists with standard password and privileges

· PERFSTAT user for STATSPACK reports

Database Security

· SYS/SYSTEM/DBSNMP password is set to current standard password
· Make entry of the new hosts in itsun107: /opt/oracle/scripts/host.lst   for password change and rman script updates.
· Application schema owner password is set to current standard password – in cases where non-standard, ensure security exception has been raised and approved.
· Roles like DBA, IMP_FULL_DATABASE, EXP_FULL_DATABASE and privileges like SELECT ANY TABLE have been given ONLY to appropriate privileged users.
· Sample schemas like SH,OE,HR etc have been dropped if installed.
Backup and Recovery
· Appropriate tdpo.opt  (both m.opt and d.opt) file has been configured to enable RMAN backups to TSM
· Make sure that “TDPO_OWNER         oracle” is specified in the opt file.

· Database has been registered in the RMAN catalog 
· Make sure that set<SID> script exists in /var/opt/oracle/cronjobs/
· Copy the script itsun107:/opt/oracle/scripts/rman_backup.sh to /var/opt/oracle/rman/scripts/rman_backup.sh
· Copy the script itsun107:/opt/oracle/scripts/rman_arch_freespace.sh to /var/opt/oracle/rman/scripts/rman_arch_freespace.sh
· Configure crontab entries for database,archivelog and monthly backup accordingly

Database:

: sh  /var/opt/oracle/rman/scripts/rman_backup.sh <SID> D 0

Archivelog 

: sh  /var/opt/oracle/rman/scripts/rman_backup.sh <SID> A 0

Monthly  backup
 
: sh  /var/opt/oracle/rman/scripts/rman_backup.sh <SID> DM 0

· For veritas cluster make sure that the backup crontab entries are enabled on both primary and standby site
· Run any of this script and confirm that it was successful by verifying the logs at /var/opt/oracle/rman/log
· Backup of USERS tablespace to tape has been carried out and the same verified by querying the RMAN catalog

· Simulated a test restore and recovery by deleting a file from the USERS tablespace and restoring the same from tape via RMAN

· SHOW ALL command has been run to verify standard RMAN  configuration steps have been followed like retention period of 45 days and controlfile autobackup on.
Database init.ora parameters
· Sum of SGA + PGA does not exceed more than 50% of machine physical memory

· WORKAREA_SIZE_POLICY is set to AUTO

· Parameters like processes and sessions have been set appropriately taking into account expected number of users/processes – input has been taken from application team on this

· REMOTE_LOGIN_PASSWORDFILE is set to exclusive (confirm password file exists in the $ORACLE_HOME/dbs location). This is to enable SYSDBA connections via Grid Control.
· Ensure that key parameters which influence CBO are altered from their default values

Change optimizer_index_caching from default of  0 to 20

Change optimizer_index_cost_adj from default of 100 to 90
Miscellaneous Tasks
· Opsmenu is set up and tested with login id used by Job Management team
· Mondba user exists at OS level with standard password
· EMS team is notified via email about the new database specifications like ORACLE_SID, ORACLE_HOME, listener name and other information as required by the EMS team.
· Enterprise Manager Grid Control Agent is installed on the machine and the database is appearing as a serviced target in the Enterprise Manager Grid Control application. ->Optional
· Add the database details to DBA Repository  -> Forward the request to Anoop
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