HOW TO MIGRATE OID USERS FROM ONE ORACLE iAS ENVIRONMENT TO ANOTHER 

Example - source FRMBWAS71 and target PRDU025

#Use the ldapsearch utility  to export the user attributes and credentials - either for all users or a single user as shown below

ldapsearch -h frmbwas71 -p 389 -D cn=orcladmin -w pinstall10g -L -b "cn=Users,dc=bankwest,dc=com" -s sub "objectclass=*" > export.txt

ldapsearch -h frmbwas71 -p 389 -D cn=orcladmin -w pinstall10g -X -b "cn=BB17120,cn=Users,dc=bankwest,dc=com" -s sub "objectclass=person" > gavin.txt

#scp the output file from the source to the target machine

#Use the ldapadd utility to import the users into the new OID infrastructure database 

ldapadd -h prdu025 -p 389 -D "cn=orcladmin" -w pinstall10g -c -X gavinsoorma.txt -v

Note - how to handle the error related to authpasswords while importing 

LDAP: error code 53

ldap_add: DSA is unwilling to perform 

ldap_add: additional info: You cannot add entries containing authpasswords.

Before using the ldapadd to import the users, the input file (in this case gavinsoorma.txt) has been modified to remove the authpassword tag

xml -f -s del_authpassword.xsl -o gavinsoorma.txt gavin.txt

(where gavin.txt is the inut file with the authpassword tags and gavinsoorma.txt is the 'cleansed' output file)

The export of all attributes from the all users has also exported an automatically generated attribute in OID called 'authpassword'.

'authpassword' is a list automatically generated passwords for several types of application. But mostly, it can not be imported. Also, there is no option in ldapsearch (that I know) that allows removing an attribute. In place of giving to the ldapsearch command the list of all the attributes that is very long, without 'authpassword', we will remove the attribute after the export.

For that we will use the fact that the DSML files are XML files. There is a XSLT in the Oracle IAS, in the executable '$ORACLE_HOME/bin/xml'. XSLT is a standard specification of the internet consortium W3C to transform a XML file with the help of a XSL file. 

Here is the XSL file to remove the authpassword tag:

del_authpassword.xsl 

<!-- 

File : del_authpassword.xsl 

Version : 1.0

Author : mgueury

Description:

Remove the authpassword from the DSML files 

-->

<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.org/1999/XSL/Transform">

<xml:output method="xml"/>

<xsl:template match="*|@*|node()">

<xsl:copy>

<xsl:apply-templates select="*|@*|node()"/>

</xsl:copy>

</xsl:template>

<xsl:template match="attr">

<xsl:choose>

<xsl:when test="@name='authpassword;oid'">

</xsl:when>

<xsl:when test="@name='authpassword;orclcommonpwd'">

</xsl:when>

<xsl:otherwise>

<xsl:copy>

<xsl:apply-templates select="*|@*|node()"/>

</xsl:copy>

</xsl:otherwise>

</xsl:choose> 

</xsl:template>

</xsl:stylesheet>
